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Assurant
*Position Title: Sr IT Security Auditor
*Location: Atlanta, GA
*Position Type: Regular Full Time Position (This is not contract work)
*Compensation: Salaried
*Start Date: ASAP

ISACA Atlanta is not responsible for the content or accuracy of this job posting.

*JOB DESCRIPTION

Assurant is the premier provider of specialized insurance products and related services in North America 
and select worldwide markets. Its four key businesses-Assurant Employee Benefits, Assurant Health, 
Assurant Solutions and Assurant Specialty Property-have partnered with clients who are leaders in their 
industries and have established leadership positions in a number of specialty insurance market segments 
worldwide.

The Sr. IT Auditor II is responsible for understanding and evaluating the internal control and risk 
environment within Assurant, Inc. Senior IT Auditor II serves as a lead of multiple project teams to assess 
the organizations information technology (IT) risk and enhance IT business systems, processes, and 
controls. Projects focus on the assessment and/or evaluation of IT systems and the mitigation of IT-related 
business risk and the organizations efforts to ensure that IT investments provide maximum security and 
risk mitigation in the most cost effective manner. Collaborates with the business to analyze, evaluate, and 
enhance information systems facilitating the business' internal control processes.  He or She completes all 
internal audit work in compliance with established audit methodology while meeting all organizational 
and professional ethical standards.  The incumbent will lead and/or conduct complex engagements and 
significantly broaden the value, service levels, and capabilities of the Risk and Advisory Services efforts 
at Assurant, Inc.

Key responsibilities

 Lead the functions around security administration at the network, application, database, and/or 
server level 

 Lead secure web coding practices and standards 
 Analyzes highly complex processes to support detailed audit documentation, representative of the 

current IT control environment 
 Continuously assesses opportunities to improve the internal control environment across Assurant, 

Inc 
 Develops and maintains productive team-oriented client and staff relationships through individual 

contacts and group meetings 
 Maintains awareness of significant changes across the organization. and the potential impact on the 

established control environment 
 Pursues professional development opportunities, including external and internal training,  and 

shares information gained with co-workers 
 Identifies technology risks and independently evaluates the efficiency and effectiveness of the 

information technology infrastructure and application controls, including security and internal 
controls 

 Works with audit engagement team to document the business processes that are dependent  upon 
Information Technology
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*JOB REQUIREMENTS
Required skills/experience

 5 - 8 years relevant business experience, including documentation of business processes, risk 
and controls identification 

 Helpful to speak Spanish 
 Ability to work in Visio to create detailed data/process walkthrough documentation 
 Some exposure to working with data analytics 
 Demonstrated ability in planning, project management, and leading staff 
 Ability to maintain composure under pressure while managing multiple assignments and priorities 
 Ability to effectively teach and mentor staff 
 Demonstrated work successes utilizing project plans, issues logs, risk/mitigation strategies, 

automated testing tools, cost/benefit analysis tools 
 Proven track record in applying broad business knowledge and practical experience to working 

with/ managing technology risks and controls 
 Working knowledge of one or more operating system platforms including mainframes, 

client/server, UNIX, AS400 
 Working knowledge of one or more security products such as RACF and Oracle Identity Manager 
 Ability and experience in translating business rules into technical definitions 
 Exposure to a variety of technologies that can be used to export, import, manipulate data. For 

example: Windows, Unix and mainframe based FTP,MS Access, MS Excel, Microsoft SQL Server 
 Exposure to database administration principles and practices 
 Excellent oral, written, listening, and presentation skills 
 Demonstrated ability to effectively communicate with all levels of management and staff 
 Some exposure to  Accounting/Finance principles 
 The incumbent may be required to travel 20 - 25% 
 Demonstrated a dedication to teamwork 
 Demonstrated integrity within a professional environment

Technical/ Educational / Certification Requirements:

 Bachelor's degree, from an accredited college or university, preferably in Accounting, Finance, 
Business Administration, Computer Science, Information Systems, or related field 

 Working knowledge of the Sarbanes-Oxley Act of 2000 
 Desire to obtain related professional certification, such as CISA, CISSP, CISM, CIA 
 Ability to operate a computer with a high level of proficiency in the Microsoft Office suite of 

products.  Includes experience with large spreadsheets, databases and word processing 
programs 

 In-depth knowledge of the components and underlying technologies supporting specific business 
components and the threats and vulnerabilities associated with these technologies  

We offer comprehensive benefits to full-time and part-time employees including medical, dental, STD, 
LTD and life insurance, 401k with profit sharing, generous paid time off and much more.

Assurant is an Equal Employment Opportunity employer. All aspects of consideration for employment 
and employment with the Company are governed on the basis of merit, competence and qualifications 
without regard to race, color, religion, sex, national origin, age, disability, veteran status, sexual 
orientation, or any other category protected by federal, state, or local law.

To learn more about our current opportunities and apply online, please visit: http://www.assurant.jobs

http://www.assurant.jobs/
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Follow us on Twitter! http://twitter.com/AssurantCareers (@AssurantCareers)

Travel: 25% 
Education: Helpful to have Bachelors or higher degree
Experience: 5 or more years of IT Security experience
Certification: Required:

Desired: CISSP, CISA, CISM or similar

COMPANY INFORMATION
Assurant is a premier provider of specialized insurance products and related services in North America and select 
worldwide markets. The four key businesses -- Assurant Solutions, Assurant Specialty Property, Assurant Health, 
and Assurant Employee Benefits -- partner with clients who are leaders in their industries and build leadership 
positions in a number of specialty insurance market segments in the U.S. and select worldwide markets. The 
Assurant business units provide debt protection administration; credit-related insurance; warranties and service 
contracts; pre-funded funeral insurance; lender-placed homeowners insurance; manufactured housing 
homeowners insurance; individual health and small employer group health insurance; group dental insurance; 
group disability insurance; and group life insurance. 

Assurant, a Fortune 500 company and a member of the S&P 500, is traded on the New York Stock Exchange 
under the symbol AIZ. Assurant has approximately $27 billion in assets and $8 billion in annual revenue. 
Assurant has approximately 14,000 employees worldwide and is headquartered in New York's financial district. 
www.assurant.com.

CONTACT INFORMATION
Job Reference: 24317
*Contact Name: Robert Reed
*Method: Please apply online
Website: https://assurant.taleo.net/careersection/10000/jobdetail.ftl?lang=en&job=324925
SPECIAL INTRUCTIONS:

http://twitter.com/AssurantCareers
www.assurant.com
https://assurant.taleo.net/careersection/10000/jobdetail.ftl?lang=en&job=324925

