*Company Name

*Position Title: Title: Senior Information Risk Analyst

*Location: Geographic Location: ATLANTA, GA

*Position Type: Full-Time or Part-Time/Temporary or Permanent: FULL TIME

*Compensation: | Salaried or Hourly — if desired indicate salary or hourly range here:

*Start Date: Date or Timeframe of Start Date for Position

ISACA Atlanta is not responsible for the content or accuracy of this job posting.
*JOB DESCRIPTION

SUMMARY OF POSITION: The Senior Information Risk Analyst defines, implements, and maintains information
security and risk practices, measures, and technologies to ensure appropriate protection of Cox Communications
data. The position utilizes strong policy and process knowledge as well as skills and expertise with a variety of
technologies. It also involves interaction with numerous other departments and business functions.

POSITION RESPONSIBILITIES:

1. Under general supervision, perform all activities asked to ensure the protection and safety of information systems
assets and to protect data from unauthorized access or use.

2. Define, implement, and maintain information security policies, procedures, and standards.

3. Design, develop, and mature metrics related to information risk and the overall security program of the company.
4. Develop and maintain risk governance tools, processes, and methodologies.

5. Facilitate assessment of and compliance with information security regulatory and legal requirements.

6. Perform risk assessments on concepts, solutions, products, services or processes.

7. Identify and architect appropriate security controls based on risks, policies, and regulations.

8. Provide consultation and advisement to business groups, projects, and other company functions teams data
protection issues, risk management, and security compliance efforts.

9. Develop, enhance and support information risk and security programs related to system and data protection efforts
across the company.

10. Effectively coordinate information risk management activities with other Cox Communications business functions
as tasked.

QUALIFICATIONS:

1. Bachelor of Science or equivalent degree, or equivalent work experience

2. 3-5 years¢ experience in information security

3. Demonstrated ability to develop and implement information security policies, procedures, standards, and practices
4. Strong written and verbal communication with solid presentation skills are a must.

5. Familiarity with regulatory and legal requirements (e.g., SOX, PCl requirements).

6. Knowledge of security & risk frameworks, standards, and best practices (i.e. PCl, ISO, COBIT, COSO, CMMI,
OCTAVE)

7. Demonstrated knowledge and understanding of information security industry trends and emerging technologies, and
an ability to relate them to the company and its objectives

8. Knowledge of and implementation experience with security technologies and architecture, including encryption,
network security, firewall configuration, and intrusion detection

9. Experience in vulnerability management, including testing, scanning, and patching

10. Experience conducting and remediating security/risk assessments

11. Strong communication and facilitation skills

12. Strong analytical skills and attention to detail

13. Excellent time management skills, and the ability to prioritize and multi-task

14. Professional certifications preferred (e.g. CISSP, CGEIT,CRISC,CIPP, etc.)

*JOB REQUIREMENTS

Please provide a description of skill sets and other qualification necessary for applicants.

Travel: % of Travel Required
Education: Degree Preferred: Bachelors
Experience: Years Experience Preferred
Certification: Required:
Desired: CISSP
COMPANY INFORMATION
| www.cox.com
CONTACT INFORMATION
Job Reference: Reference Number or Job Code: 37348
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*Contact Name: | Name of Individual or Department to Contact — KJ Copeland

*Method: Telephone #, Fax #, or e-Mail Address — kj.copeland@cox.com

Website: Website Address for the Specific Job Posting

SPECIAL INTRUCTIONS:
Please provide additional/special instructions for the potential applicant to follow-up (e.g., provide a cover letter, résumé, and salary history...).
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