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� Introductions

� Effective IT controls for appropriate access

� Typical access recertification as manual process

� Drawbacks of manual process
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� Drawbacks of manual process

� Typical access recertification as automated process

� Benefits of automated process

� Questions
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� Stoddard Manikin, CISM, CISSP
Senior Delivery Manager
Logic Trends, Inc.
Atlanta, GA

� ISACA Atlanta chapter member

Introductions
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� Logic Trends is a consulting and systems integration firm focused solely on 

Identity and Access Management (IAM)

� Founded in 2002, the Company has operations in Atlanta (HQ), Dallas, 

Tampa & Cleveland

� 170+ Identity & Access Management Engagements Completed



44

� Effective controls that assure appropriate access to key systems 
and applications are typically the most challenging IT controls to 
implement and maintain

� When preventive controls break down, detective controls are crucial 
to safeguard the IT environment 

Effective IT Controls for Appropriate Access
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� Access recertification and attestation is a critical part of effective 
detective access controls

� Manual recertification processes are costly, time-consuming, and 
sometimes ineffective

� Access recertification and attestation campaigns can be automated 
with vendor tools or with existing ITSM help desk solutions, leading 
to sustained compliance
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� Difficult to match user id's to actual users and approvers

� Entitlement descriptions difficult to interpret

� Susceptible to unintentional human errors (ex. SoD checks)

� Lacks reconciliation to validate requested changes are made

Drawbacks to Manual Recertification Cycle
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� May not address orphan or shared accounts

� Time consuming and expensive - preparers, approvers and auditors

� Significant time lag from inappropriate access granting vs. detection

� Reasonable for one-off reviews but typically unsustainable

� Could lead to weak or ineffective IT controls and/or non-compliance
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Manual SoD Review
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Typical Recertification Cycle as Automated Process
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Sample Automated Recertification Screen 1

Screen 1 – Reviewer views open certifications, verifies subordinates work for them, and reviews access
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Stallone Sylvester

Arnold

Bruce

Schwarzenegger

Willis
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Sample Automated Recertification Screen 2

Step 2 – Reviewer certifies the subordinate’s accounts and entitlements

Willis, Bruce

User: Willis, Bruce
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Sample Automated Recertification Screen 3

Step 3 – Reviewer certifies the subordinate’s accounts and entitlements

Willis, Bruce
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Sample Automated Recertification Screen 4

Screen 4 – Dashboard to track recertification campaigns
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Sample Automated Recertification Screen 5

Screen 5 – Dashboard to track recertification campaigns
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Key Benefits to Automation

� Simplified user experience

� Efficiency and cost savings gained through automation

� Can be run more frequently in less time, allowing faster detection

� Improved visibility into who has access to what
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� Improved visibility into who has access to what

� Change control validation/reconciliation through closed loop system

� Provides a high-quality, reliable system of record for auditable 
evidence of compliance

� Reduced cost, complexity & burden of access review & certification

� Improved risk management through sustainability of compliance
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� Access recertification and attestation is a critical part of effective 
detective access controls as well as regulatory compliance

� Manual recertification processes are costly, time-consuming, and 
sometimes ineffective resulting in weak/ineffective controls or non-
compliance

Closing Thoughts
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� Access recertification and attestation campaigns can be automated 
with vendor tools or with existing ITSM help desk solutions

� Automation can lead to improved access controls related to quality, 
reliability and sustained compliance



Questions

Contact:

Stoddard Manikin

smanikin@logictrends.com
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smanikin@logictrends.com

770-551-5045

Thank You


