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Uncontrolled Spreadsheets - The $12 Billion Problem

(Sources: http://www.eusprig.org, http://endusercomputing.org)
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Do We Have a Spreadsheet Problem?

Spreadsheet Risk 

Perception

Spreadsheet

Risk Problem

ñEvery scientific advancement known to man has been incorporated

into its design. The operational controls are sound and foolproof!ò
- E.J. Smith, Captain of the Titanic



Spreadsheet Risk and Data Security

IT Controlled 
Applications
ÅERP systems
ÅTrading systems

ÅAccount Reconciliation 
systems

ÅData Management/BI 
tools
Åetc.

Uncontrolled
End-user Computing 

Applications
ÅSpreadsheets
ÅAccess databases
ÅERP exports

ÅManagement reports
Åetc. 32%

68%

Source: Baseline Consulting IT survey

32% of Corporate Data is
in UncontrolledEUCs!!



Data Security and Fraud Risk

ñVarious business issues 

such as moves to ñcloudò 

computing, operating from 

virtual locations, expansion 

into new markets and the 

increased volumes of 

business data appear to 

have been driving the 

compliance agenda recently 

(Figure 16).  Recent high-

profile instances of data 

leakage have driven data 

security to the forefront of 

the compliance agenda.ò

Source:  Ernst & Young 

Driving ethical growth ïnew markets, new challenges.

11th Global Fraud Survey



Critical Spreadsheet Applications

Organizations rely upon complex spreadsheets for a 

variety of financial, analytical, operational and regulatory 

reporting processes:

ÅJournal entries

ÅInventory tracking and valuation

ÅCalculation of reserve balances and other liabilities

ÅInternal and external financial reporting

ÅFinancial consolidations

ÅTax provisioning and reporting

ÅReconciliations

ÅRegulatory reporting



Errors Associated with Spreadsheets

These spreadsheets are subject to a variety of errors:

ÅStand alone calculated value errors that go undetected

ÅCalculated value errors that:

ÁFeed information to internal downstream calculations

ÁFeed information to external dependent spreadsheets

ÁMay correct themselves over time, e.g. monthly accrual/reversal 

journal entries

ÅñBig Bangò errors (potentially material in nature)

ÅSubtle errors that compound undetected over long periods 

of time and grow to significant or material amounts

ÅFraud



The Issue for Most Companieséé

Spreadsheet Controls are virtually non-existent!

ÅAccess restrictions typically do not exist except for 

spreadsheets containing sensitive data such as payroll or 

HR information



The Issue for Most Companieséé

Spreadsheet Controls are virtually non-existent!

ÅMultiple versions of critical spreadsheets exist on the 

network making identification of the final version difficult 

Final

Final v2

Final v3

Final v?



The Issue for Most Companieséé

Spreadsheet Controls are virtually non-existent!

ÅSpreadsheet owners can make unauthorized and untested 

changes to their production models



The Issue for Most Companieséé(cont.)

Spreadsheet Controls are virtually non-existent!

ÅNo baseline testing is required to certify the accuracy of 

critical spreadsheets prior to deployment into production



The Issue for Most Companieséé(cont.)

Spreadsheet Controls are virtually non-existent!

ÅInput data, including data downloaded from secure IT 

applications, can be changed or deleted by the 

spreadsheet owners



The Issue for Most Companieséé(cont.)

Spreadsheet Controls are virtually non-existent!

ÅInput/output controls such as data validation, conditional 

formatting, and control totals and reasonableness checks 

are seldom used 



Consequences of Uncontrolled Spreadsheets

ñMadoff or DiPascali would enter trades that never happened, with 

real prices, into an old IBM AS/400 computer he used for his 

advisory business and ïvoilà! ïhe had a track record. Then, using 

a simple spreadsheet such as Excel, more than 2,300 client 

accounts were updated automatically ïdividing among all the 

accounts the gains from the ñtradesò that amounted to ñprofitsò of 

1 per cent.ò

Fraud Errors

Non-
compliance



A Call to Action from the Institute of Internal Auditors



GTAG 14 ïAuditing User-developed Applications

GTAG-14 Auditing User-developed 

Applications provides direction on how to 

scope an internal audit of UDAs. More 

specifically, it focuses the auditor on:

Å Identifying availability of an existing UDA 

control framework that includes policies, 

procedures, UDA inventories, and a risk-ranking 

methodology that can be relied on for scoping 

purposes.

Å Using the existing UDA control framework 

components to scope the UDA population to be 

included in the audit.

GTAG-14 also provides guidance for how the 

internal auditorôs role as a consultant can be 

leveraged to assist management with 

developing an effective UDA control 

framework, including:

Å Identifying the UDA population by using 

different discovery techniques.

Å Assessing and ranking the risks associated with 

each UDA based on the potential impact and 

likelihood of risk occurrence.

The Institute of Internal Auditors, Global Technology Audit Guide 

(GTAG®) 14: Auditing User-developed Applications, June 2010. 

Available online: http://bit.ly/dlG50K



The Cost of Occupational Fraud

ÅACFE 2010 Report to the 

Nations on Occupational Fraud 

and Abuse

Å1,843 survey participants

ÅTypical organization loses 5% 

of its annual revenue to fraud

ÅProjected total global fraud 

loss of more than $2.9 trillion* 

(based on 2009 GWP 2009 of 

$58.07 trillion)

Source: Association of Certified Fraud 

Examiners 2010 Report to the Nations on 

Occupational Fraud and Abuse

http://butest.acfe.com/rttn/rttn-2010.pdf 

* Source: United States Central Intelligence Agency, The World 

Factbook (https://www.cia.gov/library/publications/the-world-

factbook/geos/xx.html)



The Cost of Fraud by Category

Source: Association of Certified Fraud 

Examiners 2010 Report to the Nations on 

Occupational Fraud and Abuse

http://butest.acfe.com/rttn/rttn-2010.pdf 



Fraud - Who are the Perpetrators?

Å8% of all frauds and 95% of 

all losses committed by 

employees in 6 departments

ÅMedian loss highest among 

execs/upper management 

and board level directors

ÅFrauds by higher level 

managers took longer to 

detect

Source: Association of Certified Fraud 

Examiners 2010 Report to the Nations on 

Occupational Fraud and Abuse

http://butest.acfe.com/rttn/rttn-2010.pdf 



Impact of Controls on Fraud

Source: Association of Certified Fraud 

Examiners 2010 Report to the Nations on 

Occupational Fraud and Abuse

http://butest.acfe.com/rttn/rttn-2010.pdf 



Impact of Controls on Fraud

Source: Association of Certified Fraud 

Examiners 2010 Report to the Nations on 

Occupational Fraud and Abuse

http://butest.acfe.com/rttn/rttn-2010.pdf 



Potential Red Flags for Spreadsheet Errors & Fraud

Errors & Risks ñHit Listò for Critical Spreadsheets

ÅInvisible Cells (e.g. white on white)

ÅHidden Rows / Columns, Hidden / Very Hidden Worksheets

ÅBroken or Incorrect Links & Data Connections

ÅOut of Synch Data (e.g. source spreadsheets changed after updating target spreadsheet)

ÅPlugged Formulas & Formulas Referencing Blank Cells

ÅFormula Errors (#NAME?, #REF!, #VALUE!, etc.) ïimproper use of functions

ÅReplacing formulas with constants (ñpluggedò cells)

ÅCells with Numerics Stored as Text (e.g. ñL23ò vs. ñ123ò)

ÅUnlocked Cells (unprotected formulas & macros) when relying on Excel protection

ÅDuplicate Named Items or named items with incorrect range references

ÅRetaining Redundant or Historic Data

ÅUsing blank rows and/or columns for formatting purposes



Errors and Risks ñHit Listò for Critical Spreadsheets

ÁInvisible cells (e.g., white on white)

ÁHidden rows / Columns hidden / Very hidden worksheets

ÁBroken or incorrect links and data connections

ÁOut -of -synch and/or erroneous data (source spreadsheets 
updated after target spreadsheet)

ÁPlugged formulas and formulas referencing blank cells  

ÁFormula errors ïimproper use of functions

ÁReplacing formulas with constants (ñpluggedò cells)

ÁCells with numeric values stored as text (e.g. ñL23ò vs. 
ñ123ò)

ÁUnlocked formula cells when relying upon Excel worksheet 
protection 

ÁDuplicate named items or named items with incorrect           
range references

ÁRetaining redundant or historic data

ÁUsing blank rows and/or columns for formatting purposes

Why are Spreadsheets Susceptible to Fraud? 

Lack of 
adequate 
controls

Lack of
data 

security

Autonomy of
users to make 
unmonitored 

changes

Non - automated control environment

User - defined Governance

Sub - optimal development



Protecting Against Spreadsheet Fraud

Identify the most likely candidates for fraud

ÅConsider internal and external factors 

ÅPersonal motivation

ÅPerformance  pressures

ÅLifestyle

ÅPersonal financial issues

ÅCan be financial, analytical, or operational spreadsheets

ÅConsider spreadsheetôs use

ÅEvaluate existing controls

ÅUser autonomy to make unquestioned changes

ÅEase of manipulation of data



Protecting Against Spreadsheet Fraud

Perform an audit on identified spreadsheets

ÅUtilize automated diagnostics to identify all Red Flags 

ÅInvestigate all Red Flags and other questionable activity

ÅRemediate all Red Flags

ÅRemediate or document other questionable activity

ÅTest the spreadsheet

ÅApply proper controls

ÅApply protection to prevent unauthorized changes



Protecting Against Spreadsheet Fraud

Establish a Spreadsheet Control Policy

ÅIdentify specific control requirements

ÅPrescribe required spreadsheet controls, development 

standards, and best practices 

ÅConsider automated controls that provide:

ÅContinuous monitoring and reporting

ÅReal time detection and remediation

ÅTransparency and visibility into the control environment



Recommended Control Definition

Access Define and restrict user access, rights and privileges.

Change Define the process to be followed whenever specific types of changes are made to a 

critical spreadsheet.

Version Ensure accurate identification of the current production spreadsheet

Development Define required spreadsheet development best practices, testing and approval of 

new critical spreadsheets prior to deployment into production.

Documentation Require that critical spreadsheets are adequately documented with regard to their 

use and application.

Input Application of data validation to control or restrict inputs into critical cells.  

Automating repetitive input tasks such as copying and pasting data.

Data Security & Integrity Locking input cells that do not change on a periodic basis to prevent unauthorized 

changes.  Balancing input data with totals from data sources.  

Output Use of cross checks, balancing and conditional formatting to ensure all input data 

has been accounted for and reflected in the outputs and to prevent or highlight 

potential calculation errors.

Segregation of Duties Defines duties, roles and responsibilities regarding spreadsheet usage and 

structural or formula changes.

Backup & Archival Requires that spreadsheets be maintained on a secured server that is backed-up on 

a regular basis.  Prior versions of critical spreadsheets should be moved to a secure 

archive folder to prevent data corruption and ensure they are not accessed or used 

in error.

Auditor Guidance on Spreadsheet Control



Attributes of an Effective Spreadsheet & EUC Risk 
Management Process

Benefits of Spreadsheet & EUC Risk Management 

ÅAccurate financial reporting

ÅReduced errors  

ÅImproved audit efficiency

ÅImproved compliance

ÅIncreased fraud prevention & 

detection

ÅImproved productivity

ÅFaster closes

Best
Practices

EUC Control 
Technology

Policies & Procedures

Management Oversight /
Commitment / Authorization

Accurate Inventory of All 
EUCs High Risk EUCs Identified

Automated Control Environment EUCs Remediated/Optimized

Policy Checks for EUC Development 
Best Practices

Management Reporting on KPIs & 
Exceptions



Spreadsheet Risk Continuum

Policies, Procedures & 
Processes

Risk Mitigation 
Controls

RISK

RISK MATURITY

Best Practices

EUC /UDA 
Control 
Technology



Best Practices for Mitigating Spreadsheet Risk

Inventory

Risk 
Assessment

Manage & 
Control

Remediation & 
Optimization

Reporting



Best Practices for Mitigating Spreadsheet Risk

Inventory

Risk 
Assessment



Inventory Critical Spreadsheets

Critical spreadsheets can be Financial, Analytical or Operational

Å Financial ïSupport key controls in the financial reporting process
Å Develop journal entry input

Å Support a significant account balance

Å Provide 10Q - 10K disclosure information

Å Support regulatory reporting (e.g., SOX, industry specific regulations)

Å Analytical ïRelied upon for critical business decisions
Å Forecasting

Å Capital expenditure analysis

Å Operational ïMonitor subsidiary systems activity and related controls
Å Account reconciliations 

Å A/P, A/R, F/A, P/R, Inventory

Å Critical spreadsheets also include:
Å Spreadsheets that are linked to critical spreadsheets and supply input data

Å Spreadsheets that are the source of manual input data into critical spreadsheets



Perform a Risk Assessment

Consider the following risk factors

ÅComplexity
Å Number of formulas

Å Types of formulas and calculations

Å Number of worksheets

Å Use of macros 

Å Number of external data sources

ÅMateriality
Å Dollar amount impacted or controlled by the spreadsheet

ÅOther Considerations
Å Use of the spreadsheet

Å Contains sensitive data (e.g. Social Security Numbers, Credit Card 

Numbers, Personal Identifying Information)



Automating Inventory & Risk Assessment



Customizing the Risk Profile



Best Practices for Mitigating Spreadsheet Risk

Manage & 
Control



Manage and Control Critical Spreadsheets

Design the control environment

ÅDevelop a spreadsheet control policy and procedures

Å Automated or manual controls

Å Balance the controls with the business requirements

ÅConsider the following factors:
Å Compliance with specific regulatory requirements

Å The number of critical spreadsheets that need to be controlled

Å The size and complexity of the critical spreadsheets

Å Their risk level to the organization

Å How frequently they change

Å The significance of the changes

Å The number of users



Automated Control Environment -
Detective vs. Preventive Controls

Control 
Mode

PERVASIVE
MONITORING
(Detective)

EXCEPTION - BASED
REPORTING
(Detective)

LOCK  
DOWN
(Preventive)

Description

Continuous 
monitoring of

any and
all changes

Continuous monitoring
of any and all changes

+
Flags, exceptions

and policy violations

Restricts access
to unauthorized

users

Workflow Non - invasive Exception handling Controls user input

Audit 
Efficiency

Retrospective Real time Real time

Security 
Options

ÅActive directory
ÅSharePoint
ÅRights management

ÅActive directory
ÅSharePoint
ÅRights management

ÅDocument and
cell level
ÅActive directory
ÅSharePoint
ÅRights management

TIGHTEST



Automated Audit Trail for Change Control



Graphical Comparison of Changes to Support Review 
& Approval Processes


