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Attacks Your Enterprise

Attacks Your Business

Malware

ning

Economic Impact:
» Decreased revenues
* Lost customer trust
* Increased fraud expense
» Damaged reputation
* Increased support costs

Financial Impact

Internet Adoption
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“Security for a borderless perimeter.”

Old Security New Security

“Protect the Enterprise” “Protect Your Business”

. 1
Endpoint QD
Protection —= =

l-—\-l

Partners and
Consumers

Firewalls / Reputation
Server and System Anti-Spam : and Trust

Security
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Address -EiLl http:/f88.45.97, 19/, chaseonline, chase. cormjonline homeindex, php

CHASE ©)

Date:  Jun 14 64440

CHASE ¢

Dear IPMaorgan Chase & Co. Bank. Member...

Start banking online now

GetaUserID

Chase Bank is devoted to keeping a safe environrment for its community of consumers and
producers, To guarantee the safety of your account, Chase Bank deploys some of the most
advanced security measures in the world and our anti-fraud units reqularly screen the Chase Bank
database for suspicious activity,

e recently have discovered that multiple computers have attermnpted to log into your JPMaorgan
e & Co.Bank Online Banking account, and raultiple password failures were presented befare
ons, Ye now require you to re-validate your account information to us, If this is not

Returning Users: Log On

User ID; _Fersonal Banking ...

| coOMmple by June 15, 2006, we will be forced to suspend your account indefinitely, as it may have
. been use r fraudulent purposes, We thank you for your cooperation in this manner. In order to
k Checking M confirm youlRgnline Bank records, we may require some specific information from you.
Paz=ward: F Credit Cards

k Savings M Please click the linkWelow to verify your account,
k Dz € https://chaseonline.chase.com/online/home
[ remember ey zer 1D S —

k 2nline Banking & Bill Pay
Forgat Uset IDPassword?

If you choose to ignore our request, you leave us no choice but to temporary suspend

Personal Lending I| youraccount. ) , . ,
mmmmmssssssssssssssssssssssss  =ss|  Jhank you for your prompt attention to this matter. Please understand that this is a security
» Horme Ecpuity B measure meant to help protect you and your account,

F MDI‘TQEQE ¥ e apaologize for any inconvenience.
I k ALtof ehicle Loans M The IPMorgan Chase & Co. Bank Security Team
. 3 ‘ . i l ¥ Education Loans

Learn how to protect your
accounts and personal

information ] 1 anli -
c Qﬂt; il v [Y* APR ouseo

,\ _ : 6
© 2010 Cyveillance, Inc. www.cyveillance.com

Please do not reply to this e-mmail. Mail sert to this address cannot be answered. For assistance, log in to your TPMorzan Chase
accoant and cheose the "Help" link inthe header of any page.
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This variant of Phishing targets individual
users, but for company specific information
such as a network login, or financial
information.
= This example shows how an executive’s
name (e.g. our CEO, easily garnered from
e oy _| our Web site) reinforces the seeming
i:L 2 Bl o perems @ legitimacy of this classic “social
R > engineering” attack.

Online Case Status

UNITED STARTES DISTRICT COURT
Civil Case Humber: 34-92-RFW
Reported  Apr 0%, 2008

Case Status: CLOSED

On Apr 12, 2008 The United States District Cowrt closed the aforementioned case and
declared that no further action is required by any of the parties involved.
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B Ope Bank Urgent Update - Message (HTML) @@
Pfle Edit View Insert Format  Tools  Ackions  Help

i Reply | CdiReply to All | (3 Forward | EYE AR Ay o fi

Fram: Sent: wied 4/4/2007 12:01 PM

o

Co

Subject: One Bank Urgent Update

one Vishing and SMShing target individuals in
the same manner as phishing, but lures

them to an automated phone system

It has come to our attention that your account information needs to be updated as part of our continuing commitment to protg inStead Of Web Site

of fraud on our website. If you could please take 5-10 minutes out of your online experience and renew your records you will - -
online service. However, failure to confirm your records may result in your account suspension.

Dear valued customer,

Due to concerns, for the safety and integrity of the online banking community we have issued the following warning message.

Once you have confirmed your account records your internet banking service will not be interrupted and will continue as normal.

To confirm your bank account records please call 1-888-123-1234.

Thank you for your time,
One Bank

© 2010 Cyveillance, Inc. www.cyveillance.com
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icrosoft Internet Explorer

Ele Edit V¥iew Favorites Tools Help
O fack ~ .ﬂ ﬂ , - Zearch ¢ Favorites £ " i B - 1‘;
Address | @] htepffvault.cyvellance.comfsearchviewer viewer . aspysah= 1 8m=E4ESET6AT2A61 34TEECOABEE 30T IBAANE =166 | kgd Go
-~
Return-Path: =anonymous@vanessagiles. com=
Received: from vanessagiles com (vanessagiles.com [198.170.63.48)
by v bti.net (8.13.6/8.12.8) with ESMTP id k4 0B2Im001 3683
for =x=; WWed, 24 May 2006 06:03:20 -0500
Received: (qmail 43947 invoked by uid 21296); 24 May 2006 11:03:18-0000
Date: 24 May 2008 11:0218 -0000
Message-1D: =2006 mail@vanessagiles.com=
Torx
Subject Nuevo medio de seguridad
Content-Type: textihtml; charsel=us-ascii
From: Caja Madrid =contact@cajamadrid es=
Reply-to: Caja Madrid <contacti@eajamadrid.as=
Content-Transfar-Encoding: Thit
A-AcceptLanguage: en-us, en
Status:
Tnicio | Accesibilidad | Eoletines | Ancifh ol clionte | Ayuda | Oficinas  cajeros | Mipa Wb | Portales Caja Madrid
'_r = a Banca a Distancia
. S - } J Oficina Intermet
L -
Debido a los tentativas recientes de frande Caja Madrid ha introducido un nueve
medio de seguridad. Debes conectar en tu cuenta de Caja Madiid usando tu
ordenador personal o del lugar ¥ ordenador que has utihizado en el pasado. Tu
direceiln IP ser- colocada a nuestra base de datos. Cualquier tentativa de
conexiln de un diverso direccilln IP necesita confirmaciln sobre el el telEfono
Puedes corregir su detalles personales v su direccilln IP principal usando el panel
de control en cualquier momento
Por favor dar un plazo de 5 minutos a part del momento que has lenado el
formmulario nuestro v darmos sn divecciUn IP principal pulsa agul o nsando la
direccilln
hittps: o1 cajamadiid.es/CajalIa diid/oipt 01 Logmlogin TP conf=t
RfmmaciTin Legil | Segnridad | Privacidsd | Tarifis | Tabl0n de frnmeios
halitvs
< >
&) # Internet

2010 Cyveillance, Inc. www.cyveillance.com
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Cywveillance ::: Alert Viewer - Microsoft Internet Explorer

Gle  Edit  Yiew Favaorites  Tools  Help

1
DBack © Iﬂ |EL| . / Search v\ Favorites 454 v de - :“

diiress | &) httpittps: o, cajamachid..esfCajaMadridjoifpt_oifLoginflogingt

Introduzca
A Y 1. Suidentificador (DN L, Pasaporte, Tagjeta
£ Y Residencis), sin letras, en ol campo DINL
/
P 2. Sueclave de acceso en el campo Clave
4 DNI
- clave
internet (Ewa]
>Higase cliente Servicio de stencion o cliente: 9022 4 68 10

=
B5 1752002

#* Auto-Protect Results

Cigia de dheos y Bt G
Bucrite

| Close |
| Risk. Ackion Counk | Filenarme |
EI 15.Trojan.Blinder  Deleted 2 MATTHE~1,HTM

<
<

JDene

,\ _ : 10
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Target-Specific Malware-based Phishing
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e Stealthy — can run
undetected for months

« Scalable — ability to capture

P —— «  thousands of credentials per
B ues v euias — attack

» Effective — can bypass AV
= and 2-factor authentication
o systems

12
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e Social media has become a iy
mainstream attack vector for _
fraudsters YougLlLL flickr

« Both companies and . Linked [}
consumers have cause for *
concern '

© 2010 Cyveillance, Inc. www.cyveillance.com 13
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 Fraud schemes targeting
smart phones on therise

e Lack of security for ever-
growing amount of new mobile
applications create a new set
or problems for CUs

© 2010 Cyveillance, Inc. www.cyveillance.com 14
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Total Monthly Phishing Attacks

90000 -
80000
70000
60000
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40000
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20000
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Jul-09 Aug-09 Sep-09 Oct-09 Nov-09 Dec-09

Phishing Attack Volume 2H 2009
Source: Cyveillance
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% of All
Country Sites

UNITED STATES 35%

NETHERLANDS 8%

POLAND 6%

KOREA, REPUBLIC

OF 5%

THAILAND 4%
@ UNITED STATES B NETHERLANDS

SPAIN 3%
O POLAND 0O KOREA, REPUBLIC OF

ROMANIA 3%
B THAILAND @ SPAIN

RUSSIAN
m ROMANA O RUSSIAN FEDERATION FEDERATION 3%
B GREAT BRITAIN B GERMANY GREAT BRITAIN 204
O All others GERMANY 2%

All others 28%

Phishing Hosting Locations 2H 2009
Source: Cyveillance

. . 16
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Cumulative Total Unique Brands Phished

3000 -

2500
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1000
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2nd Half  1stHalf 2008 2ndHalf 1stHalf 2009  2nd Half
2007 2008 2009

Total Unique Brands Phished 2H 2009
Source: Cyvelillance
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New Phishing Targets by Industry - 2nd Half 2009

O Associations
I\ Auction

O Banks

D Charity

B Credit Unions
O Education

® Energy

O Government
B Insurance

m Payment

D Retail

D Social Netw orking
B Technology

New Brands Attacked for First Time in 2H 2009
Source: Cyvelillance
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Phishing Targets by Industry - Total

O Associations
H Auction

O Banks

O Charity

W Credit Unions
O Education

@ Employment
O Energy

H Entertainment

@ Gambling

O Government

O Insurance

| Media

W Payment

H Real Estate

M Retail

@ Shipping

O Social Netw orking

O Technology

O Travel/Hotel

New Brands Attacked for First Time since 2005
Source: Cyveillance

. . 19
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F-Secure Kaspersky McAfee Sunbelt Sophos Trend Micro Symantec
daily
detection
rate from Eset Virus
7/1/109 to Dr. Web AVG Nod32 F-Prot Buster Norman Avira Antivir
12/31/09
26% 19% 37% 20% 11% 18% 29%

Anti-Virus Vendor Test Results 2H 2009
Source: Cyveillance

20
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Average Detection Average Detection
Vendor Rate Upon Initial Test Rate After 7 Days Improvement
Sophos 34% 37.5% 3.5%
McAfee 51% 55.1% 4.1%
Kaspersky 32.5% 62.3% 29.8%
AVG 25.5% 49.6% 24.1%
Norman 21% 35.4% 14.4%
Symantec 24% 44.1% 20.1%

Anti-Virus Vendor Test Results Over Seven Day Period
Source: Cyveillance

21
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« Traditional phishing attacks remain a major
problem

 Continued expansion of the use of advanced
technologies

* Increased targeting of smart phones for fraud
schemes

22
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« The continued exploitation of social networking
sites and Web 2.0 functionality for purposes of
online fraud

e The continued use of brand abuse tactics for the
distribution of malware

 Lawsuits for inadequate protection?

23
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« What are your costs associated with an attack?
— Hard costs
— Soft costs
— Time
— Private life

« Do you have adequate response procedures in place?
— Speed of detection and takedown
— URL blocking

— Recovery of Credentials

« Have you made your organization a “hard” target?

24
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Anatomy of a Phish

Acquire Domain, URL,
Hijack legitimate site

Copy and build Total Cost
$5$

Phish site

Phishers Send Spam
email, SMS, Vishing

Consumers click thru email, submit PlI

25



Example

Emails Spammed
Percent filtered by spam filters

Percent of people who GET the email that will EVENTU-
ALLY open the email

Percentage of those who will read the email and click on
the link to the attack Web page

Of those who clicked on the link, % that fall for the attack

Total Number of people successfully phished

Cost Assumptions™

Cash cost per members compromised

Personnel per-hour costs for each hour a site is up

100,000
90%

50%

10%

10%

50

$1,800.00

$400.00

*The cost assumptions above are based on input and feedback from credit unions of varying
size. Many credit unions have their own specific values for the average costs of credentials
(login, credit card, etc...) compromised by a criminal and the per-hour costs of responding to

an attack.
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Needs

 Create and implement plan Monitoring

« Establish ownership * Email

* Process training  Suspicious domains
. * Web

Preparedness testing
Industry best practices
Marketing and PR strategy

» Security partners
* Fraud inbox

* Education
Anti-Phishing
Best Practices
Alerting
» Contact list
» Escalation
Recovery

Site monitoring
Data recovery

* Summary reports
Collaboration with Law
Enforcement

Response

» Site takedown actions
* URL blocking

© 2010 Cyveillance, Inc. www.cyveillance.com 27
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Questions?

Contact info:
James Brooks
Director, Product Management

(703) 351-2405

28
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