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Overview
Latest threats explained
Trends
What to expect in 2010 and beyond
Impact of phishing
Best practices

Agenda
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Impact of Online Threats

Hackers
Viruses

Worms

Spam

Customer 
Diversion

Counterfeiting

Info Leaks

ID Theft

Phishing

Pharming
Malware

Internet Adoption

Attacks Your Enterprise Attacks Your Business

Economic Impact:
• Decreased revenues
• Lost customer trust
• Increased fraud expense
• Damaged reputation
• Increased support costs
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“Security for a borderless perimeter.”

Partners and 
Consumers

Commerce

Reputation 
and Trust

New Security
“Protect Your Business”

Firewalls / 
Anti-SpamServer and System

Security

Endpoint 
Protection

Old Security
“Protect the Enterprise”

The New Imperative for Security
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Phishing – Historical Perspective

2007 – Today

• Blended attacks
• Vishing
• SMShing
• Fast-flux
• Cross-site scripting

2003 –2006

• Other industries 
and smaller 
institutions

• Accurate spoof 
Web sites

• Similar domains

2000 –2002

• Financial 
targets

• Misspellings
• Poorly crafted 

Web sites

Late 90s

• Primarily  
targeted at  
ISPs
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Phishing Example
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Spear Phishing

This variant of Phishing targets individual 
users, but for company specific information 
such as a network login, or financial 
information.  

This example shows how an executive’s 
name (e.g. our CEO, easily garnered from 
our Web site) reinforces the seeming 
legitimacy of this classic “social 
engineering” attack.
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Vishing/SMShing

Vishing and SMShing target individuals in 
the same manner as phishing, but lures 
them to an automated phone system 
instead of Web site.
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“Traditional” Phishing with Malware
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“Traditional” Phishing with Malware
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Target-Specific Malware-based Phishing



© 2010 Cyveillance, Inc. www.cyveillance.com 12

Malware-based Phishing

• Stealthy – can run 
undetected for months

• Scalable – ability to capture 
thousands of credentials per 
attack

• Effective – can bypass AV 
and 2-factor authentication 
systems
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• Social media has become a 
mainstream attack vector for 
fraudsters

• Both companies and 
consumers have cause for 
concern

New Threats
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Latest Threats Explained

• Fraud schemes targeting 
smart phones on the rise

• Lack of security for ever-
growing amount of new mobile 
applications create a new set 
or problems for CUs

New Threats
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Phishing Attack Volume 2H 2009
Source: Cyveillance

Trends
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Phishing Hosting Locations 2H 2009
Source: Cyveillance

Country
% of All 

Sites

UNITED STATES 35%

NETHERLANDS 8%

POLAND 6%

KOREA, REPUBLIC 
OF 5%

THAILAND 4%

SPAIN 3%

ROMANIA 3%

RUSSIAN 
FEDERATION 3%

GREAT BRITAIN 2%

GERMANY 2%

All others 28%

Trends
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Total Unique Brands Phished 2H 2009
Source: Cyveillance

Trends
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New Brands Attacked for First Time in 2H 2009
Source: Cyveillance

Trends
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New Brands Attacked for First Time since 2005
Source: Cyveillance

Trends
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Anti-Virus Vendor Test Results 2H 2009
Source: Cyveillance

Average 
daily 

detection 
rate from 
7/1/09 to 
12/31/09

F-Secure Kaspersky McAfee Sunbelt Sophos Trend Micro Symantec

19% 38% 37% 17% 29% 26% 25%

Dr. Web AVG
Eset 

Nod32 F-Prot
Virus 

Buster Norman Avira Antivir

26% 19% 37% 20% 11% 18% 29%

Trends
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Anti-Virus Vendor Test Results Over Seven Day Period
Source: Cyveillance

Vendor
Average Detection 

Rate Upon Initial Test
Average Detection 
Rate After 7 Days Improvement

Sophos 34% 37.5% 3.5%

McAfee 51% 55.1% 4.1%

Kaspersky 32.5% 62.3% 29.8%

AVG 25.5% 49.6% 24.1%

Norman 21% 35.4% 14.4%

Symantec 24% 44.1% 20.1%

Trends
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• Traditional phishing attacks remain a major 
problem

• Continued expansion of the use of advanced 
technologies

• Increased targeting of smart phones for fraud 
schemes

2010 and Beyond
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• The continued exploitation of social networking 
sites and Web 2.0 functionality for purposes of 
online fraud 

• The continued use of brand abuse tactics for the 
distribution of malware

• Lawsuits for inadequate protection?

2010 and Beyond
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Impact of Phishing

• What are your costs associated with an attack?
– Hard costs
– Soft costs
– Time
– Private life

• Do you have adequate response procedures in place?
– Speed of detection and takedown
– URL blocking
– Recovery of Credentials

• Have you made your organization a “hard” target?
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Consumers click thru email, submit PII

Total Cost
$$$

Anatomy of a Phish

Copy and build 
Phish site

Acquire Domain, URL, 
Hijack legitimate site

Number of victims
per hour

Phishers Send Spam 
email, SMS, Vishing
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Example
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Best Practices

Anti-Phishing 
Best Practices

Monitoring
• Email
• Suspicious domains
• Web 
• Security partners
• Fraud inbox

• Site takedown actions
• URL blocking

Response 

Alerting
• Contact list
• Escalation

Needs                
• Create and implement plan
• Establish ownership
• Process training
• Preparedness testing
• Industry best practices
• Marketing and PR strategy
• Education

Recovery
• Site monitoring
• Data recovery
• Summary reports
• Collaboration with Law 

Enforcement
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Questions?

Contact info:  
James Brooks
Director, Product Management
jbrooks@cyveillance.com
(703) 351-2405

mailto:jbrooks@cyveillance.com
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