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Session Objectives

• What is Continuous Auditing and why is it 
important?

• The SOD Matrix.

• Tools used to develop an in‐house solution for 
testing SOD

• Automation criteria, challenges, benefits, 
sacrifices and skills sets needed

• What’s Next
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Dollar, Dollar Bills Ya’ll
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7 years



Continuous Auditing

• Model, framework, method

• Increased frequency

• Technology driven / automation

• Overall audit integration

• Allows for less time

City of Atlanta    ISACA  Atlanta – Geek Week 2010



Continuous Auditing continued
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CONTINUOUS ASSURANCE

Continuous
CONTROLS
Assessment

Continuous 
RISK

Assessment

Continuous 
Monitoring

AUDITORS’ CONTINUOUS AUDITING Management’s Process



Continuous Auditing continued
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SOD Matrix 
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SOD Matrix

ORACLE 
SEGREGATION OF DUTIES MATRIX

prepared by: Damien Berahzer
reviewed by: Gerald Schaefer
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r o l e 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Enter Journal Entries 1 x x x

Post Journal Entries 2 x x
Create and Change Vendors 3
Create Vendor Invoices 4

Initiate Accrual Write Offs 5
Create and Change PO 6 x x
Receive Goods or Services 7 x

Enter Inventory Count 8
Merge Vendors 9
Receive Goods 10

Enter Cash Receipts 11 x
Maintain Customer Credit Limits 12
Create Customer Records 13

Hire Employees 14
Enter Invoices 15 x x
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Track the risk associated 
with the SOD Conflict

• Open and Close Periods versus Import 
Journals
– This allows access to open and close journal 
periods and enter journals via the import journals 
feature.  There is a risk that a previous period 
could be opened and journal entries made.  
Opening and closing periods should be given to a 
limited number of users.
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Automation

So easySearches for all entries with “write” or “off” in 
the description field that are greater than a 
rpede
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Tools

• SQL Plus 
– Data extraction via queries

– comes with the purchase of Oracle

• MS Access
– Querying

– Visual Basic Programming
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Automation Steps

• Identify key team members
– Finance staff

– IT staff

– Audit staff

• Start Small

• Build and Test program

• Look for false positives

• Revise, re‐perform, reiterate
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Team

• Finance Staff
– Assist in identifying SOD
– Assist in identifying associated risk

• IT Staff
– Facilitate data access
– Perform Data Dump

• Audit Staff
– Create SOD
– Motivated, Understands Basic Querying, Knowledge of 
Prgamming

Never: It Can’t be 
done

Yes: What will it take 
to get it done
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Logical Structure

user

responsibilities

menus

functions

responsibilities

menus

functions

City of Atlanta    ISACA  Atlanta – Geek Week 2010



Using SQL Plus

• TNSNAMES.ORA
– defines databases addresses for establishing connections to them

– ORACLE HOME\NETWORK\ADMIN
Addressname=         (DESCRIPTION=

(LOAD_BALANCE=YES)

(ADDRESS_LIST=

(ADDRESS=(PROTOCOL=tcp)(HOST=hostname1)(PORT=1522))

(ADDRESS=(PROTOCOL=tcp)(HOST=hostname2)(PORT=1522))

)

(CONNECT_DATA=(SERVICE_NAME=<sid>))

)
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Query Language Used

• DESC

• SET LINESIZE

• SPOOL/SPOOL OFF

• SELECT
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DESC
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Alternative data extraction methods

• Other tools such as Toad
• Discoverer 

– Viewer
– Plus
“Discoverer is an intuitive ad‐hoc query, reporting, 
analysis, and Web‐publishing tool that empowers 
business users at all levels of the organization to gain 
immediate access to information from data marts, 
data warehouses, online transaction processing 
systems and Oracle E‐Business Suite.” 
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Query Example

• SET LINESIZE 500

SPOOL FND_RESPONSIBILITY_TL.txt

SELECT APPLICATION_ID,  RESPONSIBILITY_ID, 
LANGUAGE,  RESPONSIBILITY_NAME, DESCRIPTION, 
SOURCE_LANG 

FROM APPS.FND_RESPONSIBILITY_TL;

SPOOL OFF



Query Example
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Access Import
Import Files:
The files created in the SQL Section above need to be imported into MS access. Import these files as 
Fixed Width Fields
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Clean Up the Data

• DELETE FND_RESPONSIBILITY_TL.*

FROM FND_RESPONSIBILITY_TL

WHERE Application_ID IS NULL OR 
Application_ID = “Application_ID” OR 
Application_ID LIKE “*‐‐‐‐‐*”;

• UPDATE FND_RESPONSIBILITY_TL 

SET Application_ID =  LTRIM(Application_ID)
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Oracle Tables

• FND_USER

• FND_FORM_FUNCTIONS

• FND_FORM_FUNCTIONS_TL

• FND_MENU_ENTRIES

• FND_RESPONSIBILITY_TL

• FND_RESPONSIBILITY

• FND_APPLICATION
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Create Tables with combined data
FND_FORM_FUNCTIONS and the FND_FORFUNCTIONS_TL
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Joined Functions Table
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Functions to Responsibilities
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Individual Functions
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Conflicting Pairs
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Conflicting Responsibilities
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Conflicting Responsibilities Table



Our User Listing
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MS Access Code
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MS Access Code
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Next Steps

• Test for false positives

Moving Forward

• Use Discoverer

• Re‐program
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